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Stuxnet is a malicious computer worm first uncovered in 2010 and thought to have been in development since at
least 2005.
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Iranian President Mahmoud Ahmadinejad observes
computer monitors at the Natanz uranium enrichment
plant in central Iran, where Stuxnet was believed to have
infected PCs and damaged centrifuges. OFFICE OF THE
PRESIDENCY OF THE ISLAMIC REPUBLIC OF IRAN
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HOW STUXNET WORKED

= ea-i

1. infection
Stuxnet enters a system via a USB stick and
proceeds to infect all machines running
Microsoft Windows. By brandishing a digital
certificate that seems to show that it comes
from a reliable company, the worm is able to
evade automated-detection systems.

elILILL

4. compromise

2. search
Stuxnet then checks whether a
given machine is part of the
targeted industry- trial control
system made by Siemens. Such
systems are deployed in Iran to
run high-speed centrifuges that
help to enrich nuclear fuel.

5. control

The worm then compromises the target
system's logic controllers, exploiting "zero day"
vulnerabilities- software weaknesses that
haven't been identified by security experts.

In the beginning, Stuxnet spies on the
operations of the targeted system. Then it uses
the information it has gathered to take control

of the centrifuges, making them spin

themselves to failure.

aon
laln L]
OO0 —

oo

] —

=

3. update
If the system isn't a target, Stuxnet does
nothing; if it is, the worm attempts to
access the Internet and download a more
recent version of itself

Uranium
enriched
facility iran
6. deceive and destroy
Meanwhile, it provides false feed- back to outside
controllers, ensuring that they won't know what's going
wrong until it's too late to do anything about it

Siemens S7 PLC

©NidhiRohilla



Software 2 The virus Is controlled from servers In Denmark | gl | -
. - A A—-—A\.“ = T

Sabotage . and Malaysla with the help of two Intemnet @ Evontne
addresses, both registered to false names. The virus | 11— 3

i nt
Infects some 100,000 computers around the world. onsickme

How Stuxnet Vs
N

disrupted
Iran's uranium

enrichment program =~

1 The maliclous

worm probably entered

the computer system =

which Is normally cut _':’-::_

ol ."4
at the uranium enrichm
facllity In Natanz via @
removable USB memo
stick.

R

3 Stuxnet spreads
through the system until
It finds computers
running the Slemens
control software Step 7,
which Is responsible for

4 The computer worm
varles the rotatlonal
speed of the centrifuges.
This can destroy the
centrifuges and Impalr
uranium enrichment.

regulating the rotational
speed of the centrifuges.

5 The Stuxnet attacks start In June
2009. From this point on, the number
of Inoperative centrifuges Increases
sharply.

Feb.1, May31 Aug. 12 Nov.2 Jan, 29, May 24
Source: IAEA, ISIS, FAS, World Nuclear Assoclation, FT research 2009 r & 2010 e
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Stuxnet W1lUl997% (@7 Dropper 4
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‘ Registry Editor
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Hide details

2
3. Print Spooling (thuaslu /system) R
il

. Keyboard Layout (#3A3UANN1S

= A 6 ¢ File | Action | View Help
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5. UAC task (@oslwifivilianunsasu |90 o |w Adoms__
) a £ . YU Import Task... E = *
Wsunsumeans admin laglaisi) ity Al unning Tos N oy
Enable All Tasks History =
AT Service Account Configuration - ::
Refresh V. Dis..
< Help IZAPM | En... w

“YuIAY89 dropper Unfiagil 50-100 KB

Creates a customnized task for advanced users. /
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TOP 5 BIGGEST GDPR FINES @@E-:.
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s Marriott International ::—IE €20 450 000

Source: https://dataprivacymanager.net/
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Cybersecurity Framework U84 NIST

NIST
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Framework 5 Standards and Technology
U.S. Department of Commerce




1. Cybersecurity Framework (CSF) Overview

This document is version 2.0 of the NIST Cybersecurity Framework (Framework or CSF). It
includes the following components:

e (CSF Core, the nucleus of the CSF, which is a taxonomy of high-level cybersecurity
outcomes that can help any organization manage its cybersecurity risks. The CSF Core
components are a hierarchy of Functions, Categories, and Subcategories that detail each
outcome. These outcomes can be understood by a broad audience, including
executives, managers, and practitioners, regardless of their cybersecurity expertise.
Because the outcomes are sector-, country-, and technology-neutral, they provide an
organization with the flexibility needed to address its unique risks, technologies, and
mission considerations.

e CSF Organizational Profiles, which are a mechanism for describing an organization’s
current and/or target cybersecurity posture in terms of the CSF Core’s outcomes.

e (CSF Tiers, which can be applied to CSF Organizational Profiles to characterize the rigor of
an organization’s cybersecurity risk governance and management practices. Tiers can
also provide context for how an organization views cybersecurity risks and the processes
in place to manage those risks.



|This document describes what desirable outcomes an organization can aspire to achieve.'lt
does not prescribe outcomes nor how they may be achieved] Descriptions of how an
organization can achieve those outcomes are provided in a suite of online resources that
complement the CSF and are available through the NIST CSF website. These resources offer

additional guidance on practices and controls that could be used to achieve outcomes and are
intended to help an organization understand, adopt, and use the CSF. They include:

¢ nformative References that point to sources of guidance on each outcome from existing
global standards, guidelines, frameworks, regulations, policies, etc.

e mplementation Examples that illustrate potential ways to achieve each outcome

e Quick-Start Guides that give actionable guidance on using the CSF and its online
resources, including transitioning from previous CSF versions to version 2.0

e Community Profiles and Organizational Profile Templates that help an organization put
the CSF into practice and set priorities for managing cybersecurity risks




Cybersecurity Framework Core

Functions

Categories ‘ Subcategories

Govern

— e | |

Recover

Fig. 1. CSF Core structure



Table 1. CSF 2.0 Core Function and Category names and identifiers

Function Category Category ldentifier
Govern (GV) Organizational Context GV.0C
Risk Management Strategy GV.RM
Roles, Responsibilities, and Authorities GV.RR
Policy GV.PO
Oversight GV.0V
Cybersecurity Supply Chain Risk Management GV.SC







CSF Organization Profile Template



AutoSave . Off:- ") w CSF 2.0 Organizational Profile Template...

Filee Home Insert Pagelayout Formulas Data Review View Help Acrobat Table Design

CSF Outcome

. . Current Policies, Current Roles Current Selected
(Function, L. Included in ] Current Current Current Internal .
CSF Outcome Description . Rationale L. Processes, and . and Informative
Category, or Profile? Priority Status Practices L
Procedures Responsibilitie= References
1 5ubcategow) - - - - - - - - - -

Gv The organization's cybersecurity risk
management strategy, expectations,
and policy are established,

2 communicated, and monitored

GV.0C The circumstances - mission,
stakeholder expectations,
dependencies, and legal, regulatory, and
contractual requirements - surrounding
the organization's cybersecurity risk

3 management decisions are understood
GV.0C-01 The organizational mission is
understood and informs cybersecurity
4 risk management
GV.0C-02 Internal and external stakeholders are

understood, and their needs and
expectations regarding cybersecurity
risk management are understood and
5 considered

GV.0C-03 Legal, regulatory, and contractual
requirements regarding cybersecurity -
including privacy and civil liberties
obligations - are understood and

6 managed



& -

AutoSave () Off CSF 2.0 Organizational Profile Template...

File Home Insert Pagelayout Formulas Data Review View

CSF Outcome
(Function,
Category, or
Subcategory) ~

Included in
Profile?

- -

CSF Outcome Description Rationale

Help Acrobat

Table Design

Current
Status

Current
Priority

-

Current Selected
Informative

Current Policies, Current Roles
Current Internal

Processes, and and

Practi
Procedures ractices Responsibilitie= References

- - -

The organization's current cybersecurity
risks are understood

Assets (e.g., data, hardware, software,
systems, facilities, services, people) that
enable the organization to achieve
business purposes are identified and
managed consistent with their relative
importance to organizational objectives
and the organization's risk strategy
Inventories of hardware managed by
the organization are maintained
Inventories of software, services, and
systems managed by the organization
are maintained

Representations of the organization's
authorized network communication and
internal and external network data
flows are maintained

Inventories of services provided by
suppliers are maintained

Assets are prioritized based on
classification, criticality, resources, and
impact on the mission

Inventories of data and corresponding
metadata for designated data types are




CSF Implementation Example



NIST Cybersecurity Framework (CSF) 2.0 Reference Tool

Function

GOVERN (GV): The organization's cybersecurity risk management strategy, expectations, and policy are
established, communicated, and monitored

Category

management decisions are understood

Organizational Context (GV.OC): The circumstances - mission, stakeholder expectations, dependencies,
and legal, regulatory, and contractual requirements - surrounding the organization's cybersecurity risk

Subcategory

GV.OC-01: The organizational
mission is understood and informs
cybersecurity risk management

Implementation Examples

Ex1: Share the organization's mission (e.g., through vision and
mission statements, marketing, and service strategies) to provide
a basis for identifying risks that may impede that mission

GV.0C-02: Internal and external
stakeholders are understood, and
their needs and expectations
regarding cybersecurity risk
management are understood and
considered

Ex1: Identify relevant internal stakeholders and their
cybersecurity-related expectations (e.g., performance and risk
expectations of officers, directors, and advisors; cultural
expectations of employees)

Ex2: Identify relevant external stakeholders and their
cybersecurity-related expectations (e.g., privacy expectations of
customers, business expectations of partnerships, compliance
expectations of regulators, ethics expectations of society)




NIST Cybersecurity Framework (CSF) 2.0 Reference Tool

Function

IDENTIFY (ID): The organization's current cybersecurity risks are understood

Category

Asset Management (ID.AM): Assets (e.g., data, hardware, software, systems, facilities, services, people)
that enable the organization to achieve business purposes are identified and managed consistent with
their relative importance to organizational objectives and the organization's risk strategy

Subcategory Implementation Examples

ID.AM-01: Inventories of hardware [Ex1: Maintain inventories for all types of hardware, including IT,
managed by the organization are |lol, OT, and mobile devices

maintained Ex2: Constantly monitor networks to detect new hardware and
automatically update inventories

ID.AM-02: Inventories of software, |[Ex1: Maintain inventories for all types of software and services,
services, and systems managed by [including commercial-off-the-shelf, open-source, custom

the organization are maintained applications, APl services, and cloud-based applications and
services

Ex2: Constantly monitor all platforms, including containers and
virtual machines, for software and service inventory changes
Ex3: Maintain an inventory of the organization's systems




NIST Cybersecurity Framework (CSF) 2.0 Reference Tool

Function

PROTECT (PR): Safeguards to manage the organization's cybersecurity risks are used

Category

Identity Management, Authentication, and Access Control (PR.AA): Access to physical and logical
assets is limited to authorized users, services, and hardware and managed commensurate with the
assessed risk of unauthorized access

Subcategory Implementation Examples

PR.AA-01: I[dentities and Ex1: Initiate requests for new access or additional access for
credentials for authorized users, |employees, contractors, and others, and track, review, and fulfill
services, and hardware are the requests, with permission from system or data owners when
managed by the organization needed

Ex2: Issue, manage, and revoke cryptographic certificates and
identity tokens, cryptographic keys (i.e., key management), and
other credentials

Ex3: Select a unique identifier for each device from immutable
hardware characteristics or an identifier securely provisioned to
the device

Ex4: Physically label authorized hardware with an identifier for
Inventory and servicing purposes




NIST Cybersecurity Framework (CSF) 2.0 Reference Tool

Function

DETECT (DE): Possible cybersecurity attacks and compromises are found and analyzed

Category
Continuous Monitoring (DE.CM): Assets are monitored to find anomalies, indicators of compromise,
and other potentially adverse events

Subcategory Implementation Examples

DE.CM-01: Networks and network |[Ex1: Monitor DNS, BGP, and other network services for adverse
services are monitored to find events

potentially adverse events Ex2: Monitor wired and wireless networks for connections from

unauthorized endpoints

Ex3: Monitor facilities for unauthorized or rogue wireless
networks

Ex4: Compare actual network flows against baselines to detect
deviations

Ex5: Monitor network communications to identify changes in
security postures for zero trust purposes




NIST Cybersecurity Framework (CSF) 2.0 Reference Tool

Function

RESPOND (RS): Actions regarding a detected cybersecurity incident are taken

Category

Incident Management (RS.MA): Responses to detected cybersecurity incidents are managed

Subcategory
RS.MA-02: Incident reports are
triaged and validated

Implementation Examples

Ex1: Preliminarily review incident reports to confirm that they are
cybersecurity-related and necessitate incident response
activities

Ex2: Apply criteria to estimate the severity of an incident

RS.MA-03: Incidents are
categorized and prioritized

Ex1: Further review and categorize incidents based on the type of
incident (e.g., data breach, ransomware, DDo0S, account
compromise)

Ex2: Prioritize incidents based on their scope, likely impact, and
time-critical nature

Ex3: Select incident response strategies for active incidents by
balancing the need to quickly recover from an incident with the
need to observe the attacker or conduct a more thorough

investigation
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1. Man-in-the-Middle (MitM) Attack:

ANBTUNY: HLANALNINADYTENINNTFDANTTENINEDWY (WU S8rinp b
Auled) [ieandu, AnkUas wdonwulvayandiiuluin

ALY mﬁﬁ’ﬂ%’wﬁayamwﬁwgﬁzw Wi-Fi @515 visani1suasundasdulas
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2. SQL Injection:

AasUNe: HhaualredinilulanvaeUndindunauneiugiuteys Lawnsn
o @ A& v v ~ o § v v = d v

Ade SQL Mludunseinll Fanavinlranunsaini, wnly vseauteyalu
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3. Zero-Day Exploit:
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4. Cross-Site Scripting (XSS):

Ara5une: flanaunsnansuandusussenliluivledmingene welv
ansUatiuinnuluusiwesvalinuaudy 9 wazvlugvayansaniunulyd

foene: N13RalAn JavaScript TumnuAaLiuresIvvasaiavlusannves
ARKRM



5. Password Attack:

ANBUNY: NINYILNNBATAANTBLUNDITAAN VDI LURI87TA199 1 A58
%@ (Brute-Force Attack), m'ﬂﬁi’fﬂ/\lﬁlumﬂiu (Dictionary Attack), WIDNI5 b
sYaHugNUlLENNOU
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LA



6. Eavesdropping/Sniffing:

A1asUe: Nsnduteyandwiunsetielaslilasusunyn nglilusunsunso
guUNIlLAY

()
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7. Drive-by Download:

o

AasuIY: NMsanUlvandawisasiunauinesvellaednlud® Laanslls
Sen wsasAlivuiuledngnynsn
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8. DNS Spoofing/Cache Poisoning:

1
1 1 A

AesunY: JlanmwntunsTugseninetalawuiu IP Address Lﬁ@lﬁ;ﬁﬁi’fgmﬂﬁamﬁumﬂﬂgﬂL%Ulezjﬁﬂaau

Y
% 1

fheehs: Wedldmuniveiivledfigndos uigniudsudumsldaiuledadlanfaun

FeBUBLTLFL:

* DNS Server (Domain Name System Server): luimilouayalvisdnvivasdunasiie ymfiwlasdelawy (@ soosle.com)
0w IP Address (Wu 172.217.160.142) fineuineslddeansiuls

* Recursive Resolver: LT DNS Server fi3udveangld wazvihnsdudum IP Address vaslanmiigniasvelauldmnou dl
fdeyalu Cache (mioanudriansn) Aazdsdveraluds DNS Server sefugandy

* Cache: Recursive Resolver azifiudayanmsiudielauwuiu IP Address fasdumlilu Cache ifialfinismeudvonssreluyi
I$157%

75n15LauR DNS Spoofing/Cache Poisoning:

* maunsndeyaUaom: flaufazdedoya DNS Response (F1nau) iasuutasunluss Recursive Resolver Tnsfideyaiiudl 1P
Address fiianan Fetlusaiulesanuiidlaufauay

o msliveslni: flandenalivedlniluvenduifues DNS Server tleunsndoyatasudnlulu Cache

* n13A7 Transaction ID: iile Recursive Resolver dfwe DNS lUgls Authoritative Name Server (DNS Server ﬁLﬁUﬁi’Jjazﬂaﬁﬂ
voslaun) aziin1sld Transaction ID iileszysmausazads flaufioaneneuian Transaction ID tiedsimautasyiingatusi
vofifdsiifiunisey



HOSTNAME

IP ADDRESSES

DNS Table

OPERATOR

a.root-servers.net

b.root-servers.net

c.root-servers.net
d.root-servers.net
e.root-servers.net
f.root-servers.net
g.root-servers.net
h.root-servers.net
i.root-servers.net
j.root-servers.net
k.root-servers.net
l.root-servers.net

m.root-servers.net

198.41.0.4, 2001:503:ba3e::2:30
199.9.14.201, 2001:500:200::b

192.33.4.12, 2001:500:2::c
199.7:91:13, 2001:5600:2d::d
192.203.230.10, 2001:500:a8::e
192.5.5.241, 2001:500:2f::f
192.112.36.4, 2001:500:12::d0d
198.97.190.53, 2001:500:1::53
192.36.148.17, 2001:7fe::53
192.58.128.30, 2001:503:c27::2:30
193.0.14.129, 2001:7fd::1
199.7.83.42, 2001:500:9f::42
202.12.27.33, 2001:dc3::35

Verisign, Inc.

University of Southern California,
Information Sciences Institute

Cogent Communications
University of Maryland

NASA (Ames Research Center)
Internet Systems Consortium, Inc.
US Department of Defense (NIC)
US Army (Research Lab)

Netnod

Verisign, Inc.

RIPE NCC

ICANN

WIDE Project




9. Advanced Persistent Threat (APT):

ANDSUNY: NS LANANTULDULAZ IYLIATUIY LRSI U UIELRANIZLAIZS LABLLNSA
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10. Supply Chain Attack:

A1a5UNY: NMshanAlaen1sunsnduinlulugendnIs e sanIsURIUTENHNGS
avilvldanudatenslasunanseny
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11. Malware (11auL35)
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* 1% (Virus): fawrsfiuuuinesluiulngdu q uaragiomdelndiugnidavieldnu hiaaunsounsnseaeluss
IWddu 9 uavihanedeyansoviliszuuhauiinunils

* Lsuduurd (Ransomware): faurifidnsvidldvosld vililaianmsadindedeyald vndudlaufazdoniesanldiiio
Lanfiun1snansvialng

o atnowds (Spyware): Sfaursiweuinmuianssuveslduunouiinnes wu tuiinnsnauduiiu deyanisviosdu
viedeyadiufidu q ieddoyamaniludelaud

* yupu (Worm): Sfaursitansnsounsnszaediedudneuinnesou q lunsetielnglifesorfonisnseivesld
Fesinsannlsaidesorfunisidalid

* Tnsdu (Trojan): stawasfiulsinunlusuuuuveslsunamselwdigmileulni uaillognidaldnuudrazvinnslai
YUY



12. Phishing (W%9)

AasuTe: Hudadunislaudildisnisvasnaluiieliliudatoyadiuyanansotayanianisku
Yo bY LoeginazuntuguiuureatanuvisediuaigmilauunaNeAns LI ane

USLLANVDINUI:

* Blavaanadl (Email Phishing): n15deduwanviaanalaleSullamedayadiudi wu sHany,

YU8LaYURNILATAN MTTayatntsuIATT eI uANae 9 WU NMsEudulyd vsen1siasy
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* LpALOULDEMABNA (Smishing): N15dBAINY SMS NasnalludnwuzlAgINUBIaNYTS
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UV ¥30MIBIUANA 9 WiavaanlidellnlNeUaya



13. Social Engineering (NN151189N89N1984AN)
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14. Denial-of-Service (DoS) and Distributed Denial-of-Service
(DDoS)

A195UNE: N1SIANRALUU DoS way DDoS thitununeiavinlaszuy, Buled vseinsavneliaiuisaldauls 1ae

N13deAvaIUIINAUNINsTULAETUl ilrssuuihaugias, ngavinay viiewndaldle

ANULANMNI95ZI9 DoS 1hag DDoS:
® DoS (Denial-of-Service): NMSIANAIINADUNIAADILATDUALI U UL
* DDoS (Distributed Denial-of-Service): n1slanfainaeNiimesnalsinsns (@uluasindunsuiimesian
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auAulaedland) Wdadwune gaindslunislaumuinnid

N5k {launvzdid1ve (request) Swuinnldadmung vilvnineinsveadmune (Wu wuuaing,
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Global Cybersecurity

Index 2024
5t Edition




Report summary

The fifth edition of the Global Cybersecurity Index (GCl) measures the commitment of countries to
cybersecurity in the context of measures across the following five pillars:

Cooperation

Capacity

Legal Technical O izational
ega echnica rganizationa development

The GClI, launched in 2015 by the International Telecommunication Union, seeks to help countries to
identify areas of improvement and encourage countries to act in building capacity and capabilities
under each pillar. The GCI has been continuously adapted across editions to respond to changing
risks, priorities and resources, in order to provide a more relevant snapshot of cybersecurity measures
taken by countries.

Average overall
score growth since
2020

194 2023-2024 172 27%

Focal points from
countries

Countries measured Collection years

83 questions 20 indicators 5 pillars Overall Score



Figure 1: Tier performance, by region
60

50
40
30

20

Number of countries

10

2
5

TS - Building T4 - Evolving T3 - Establishing T2 - Advancing T1 - Role-modeling
MW Africa M Americas W Arab States M Asia Pacific mCIS W Europe

Source: [TU



Key statistics by pillar

Legal

Measuring the laws and 177
regulations on cyber-
crime and cybersecurity

151

104

Technical

Measuring the imple- 139
mentation of technical
capabilities through 83

national and sector-spe-

cific agencies
110

Countries had at least one regulation on
either personal data protection, privacy
protection, or breach notification in force or
in progress.

Countries with data protection regulations in
force

Countries with critical infrastructure
regulations

Countries with active CIRTs

Countries engaged with a regional CIRT
association

Countries with frameworks to adopt
cybersecurity standards



m Organizational
Measuring national strat- 132 Countries with national cybersecurity strat-

s '} egies and organizations egies
implementing cyberse-
curity 161 Countries with cybersecurity agencies

94 Countries with child online protection strat-

Nt egies and initiatives reported
Capacity development
Measuring awareness 152 Countries conducting cyber-awareness
campaigns, training, initiatives
education and incen-
tives for cybersecurity 153 Countries with cybersecurity at some level
capacity development of national curricula

99 Countries with cybersecurity capacity-devel-
opment incentives



Cooperation

Measuring partnerships
between agencies, firms
and countries

108

166

122

Countries engaged or will be engaged in
domestic or international cybersecurity
public-private partnerships

Countries with international cybersecurity
agreements

Countries reporting inter-agency
collaboration



Cybersecurity issues have become more prominent, owing inter alia to:

1)

2)

Increased ransomware: growing reports of ransomware attacks targeting government
services and other critical sectors in many countries.?

Breaches affecting core industries: the scale, frequency and intensity of cybersecurity
incidents or breaches affecting individuals and various sectors including education,
manufacturing, energy and IT services, to name but a few.

Privacy concerns: data breaches resulted in European data protection authorities issuing
General Data Protection Regulation (GDPR) fines worth over EUR 1.9 billion in 2023,* with
total GDPR fines issued since 2018 estimated to be currently worth more than EUR 4.5
billion.>

Cost to businesses: the global average cost of a data breach was estimated at USD 4.45
million in 2023.

Outages: information technology disruptions affecting the integrity and availability of
systems, services and supply chains.?



THREATS AND RISKS



Explain the concepts threat, risk and risk analysis

* Threat: a potential cause of an unwanted Incident, which may result
in harm to a System or Organization

* Risk analysis: a process to comprehend the nature of risk and to

determine the level of risk. It provides the basis for risk evaluation
and decisions about risk treatment



Explain the concepts threat, risk and risk analysis

Threats and information security measures

* |Inthe process of information security,[undesired effects (threats)]
are mapped as well as possible

* |Ininformation security, it is determined whether something must be
done to avoid these effects

* |[Information security determines which security measures must be
taken to avoid these effects



Explain the concepts threat, risk and risk analysis

* Risk: A combination of the probability of an event and its
consequence

* ISO/IEC 27000:2018 definition:

Risk is the effect of uncertainty on objectives and is often
characterized by reference to potential events and
consequences, or a combination of these.

Information security risk is associated with the potential that
threats will exploit vulnerabilities of an information asset or
group of information assets and thereby cause harm to an
organization



Explain the relationship between a threat and a risk

* Ariskisthe likelihood of a threat agent taking advantage of a
vulnerability in an asset and the corresponding business impact

Threat

Asset Vulnerability




Explain the relationship between a threat and a risk

Materialise by

e

compromised by exploit
m Vulnerabilities
protect expose to

Countermeasures Risks




Explain various types of threats

A threat could be:
* anintruder accessing the network through a port on the firewall

* aprocess accessing datain a way that violates the security policy, a
tornado wiping out a facility

* an employee making a mistake that could expose confidential
iInformation or destroy a file’s integrity

e Two kinds of threats

* Human threats

* Intentional (Hacking, damaging property, Destroying e-mails after being fired)

* Unintentional (Deleting data and carelessly confirming this with OK)

* Social Engineering (Tricking people into voluntarily providing sensitive information: phishing)
* Non-human Threats

* Lightning strikes, fire, floods, hurricanes, tornadoes, etc.



Describe various types of damage

Damage types:

* Direct Damage

 Theft
 \Water

* Indirect Damage
* |Inability to provide a service because the IT infrastructure is down
* Financial damage due to loss of customer contract



Describe various risk strategies

* Risk bearing (acceptance)

* Risk are accepted, no action is taken (e.g. due to a low expected impact or likelihood)
* Security measures are too costly
e Security measures exceed the possible damage
* Security measures that are taken are repressive by nature

* Risk neutral (treat)

* Measures are taken to prevent risks happening or minimize damage (e.g. physical
security, fire protection systems)

* The threat no longer occurs

* The resulting damage is minimized

e Security measures taken are a combination of preventative, detective and
Repressive measures

* Risk avoiding
* Measures are taken to make sure the risk does not happen

e Security measures that are taken are preventative by nature
* E.g. software patching



Module 4: 83AUTENBUAIAYFEINTUNITINNIS
Cybersecurity A1

Device/Communication/Systems/Information



29AUIENBUAIARVDY Cybersecurity
. Device Security (Paufi /a3, aunsnlny, aunsal loT)
. Communication Security (1A58%18, BLia, LOUNGLATIL)
. System Security (sguvUfuRns, gautaya, @sniie3)
. Information Security (Vaya, @nans, nindaunalayyn)

. Application Security (ANUUaANBUBILBUNALATL)



1. Device Security (AuUaanfevasgUnInl)

AesUIE: NMIINWIANNUaanAeUeRUnIalsg o NeumaiuLATeY1Y YI9RBNTINDTEINYAAS, AUV

Ty, wiuién, wazaunsal loT (nternet of Things) WuddAgy Weosangunsalmvanidugasuauvenig
RRRKGHEIREEANT

p9AUTENDULDY:

* N15U9NUNAIS: aﬂ&gﬂﬂmmmﬂaﬁﬂa%’a, mmuqﬂmaﬁaehaaﬁ%aua, LA NANIEEN1IANEn
e fnuvaslaudete

* Msduanrerldng: SunsruuUfTRnsuazLeunatuliiunedtuaian ietnveslniduainy
Uaanane

o nsmaswarhufiugaunss: [stanuiTuteutarlisiudmsuniassd uasiudsusariudulsyen

* madhsiadeya: hstateyaidniivlugunsal iedesfunmadndsdeyalnglildsuougn

o masaeaonfovesgunsal iWalFnuanantRnuaeniovesgunsal 1y msfenuiiae, n1s
gudusinuglulawnsnd, uaznsauteyaseeslng



2. Communication Security (AuUasnnulun1sdeans)

A183UNY: N15TNIANNUABANYURINTTHRASVBYAKIULATEUNY, DA, kaskaUnaindusmg q adssiu

n1sanils, n1sUasuudag, Msensiuasullastioyaseninanisas

239AUSENaULRY:

mMsihsadeya: ihsiadeyaidsiunietis wWetlesiumssnflsteyasenines (wu nsld HTTPS
v iules)
fﬂﬁ@ﬁaaaaUﬂaﬂmQﬂ§éq:manaaaUﬂaﬁmQﬂ§éqmaq§ﬁquazﬁ%u%a%aLﬁafkmﬁﬂﬂﬁiﬂaamuﬂaq
aulasndovesdiua: Tlusunsutesiuauluasflads, sedfnsyidunisdadmanazlndunuainima s
14330, wagldnsiinsiadua (W PGP)

pnuaenspveandetie: [lilseadiiietesiunsinduedetnelnglilléuaugn, 14 VPN (Virtual
Private Network) Tunisideusieirsetiefiliundeds, wazldluslnneandedefivaonsie
aulanndoveanaUndnty: asradeuLazsUnsLeUnalad e waaue, Tueunainduainunasd

U A

WD, LAz INnaNENISWINUeYaTaIkaUnaATY



3. System Security (AMUUaDANYYDITLUY)

A1a5UTe: N1ssnwIANNYaendEueIssuUURURNTS, gruteya, wasidsviies dalulassadenugiundfg
Tunsvinauvesszuulen

23AUIENOUYDY:

* Msudmsdanisunmd: SUeaszuuufoRnsuazverdnsirdunestuaan Wendlavedwisua
Uannne

* MsmmuaAIANUasndiy: MruaAseuuUfuRnswazvendwisiviiauUasndugege

o mamuaumaids: Siimavsnmadhdsssuuuasdoua TramedildTueygimmii

* NMINTIFADULALTUNN: ATIVFBULALUUTINAINTIUANY 9 IUTTUU HeansI9aeunsvuRaUN LA
ARRIUNITLANG

* AsdNTRITRYA: é’ﬁaﬁa%aaﬂmaﬁ%am Lﬁ@iﬁaﬂmiaﬁﬁuﬁﬁmﬂalmumajﬁLﬁmmmL?{EJ‘VHEJ

* AUUARANYYRLTINIDS: TaszuUUBINuNTISIauRA DDOS, AnFIlNSI988, WarInnANISINLTINIDS



4. Information Security (A1UUaBANYUBITBYA)

U |

A193UNY: N1SNEIANNNUADANYYDITBUATIAALAY, d9N11, ¥IaUsEnanNa Watasiun1swnD, 1oy, WWalne,

Y

vianey wisaasunladlaelilasuaygn

9eAUsENavLoY:

* MsTuuUnUTEINTaya: IhuNUsEinUayaniuaudAgyLarAusauln Warmunserunistosiud
RV BTH

* mamuaumainde: fmuedvinmadhdsdeyaliamedildTuougmmii

* madsiadeya: Whstadeyaidniivardsiueietis Wedesiunsdrdadoyalaslaldiuauae

* nslesfunssiluavesdoya: 15wuu DLP (Data Loss Prevention) iietlasfunsilvavestoya

o Msdanisavsmsdnte: Muuslazaeaeudrsnsiniadeyastsainae

® AMFINNITLONAITHALANUTUNNAITAYL ATUAULEUIBLAZUINTNITIUAITIANITLONAITHALAIILGUNNNNT
ANBENLNZ AL



5. Application Security (AMUUADANYYDILDUNALATU)

A185U"Y: Application Security A A135NW1AUUADANBYBITONALITLAZLOUNALATUAY &) AILATURDUNITODNLUY, WaUN, nadoy, lUaudanislaenu

339 Wedssiudedninervgnlaninngliussasin wazshwanuvasnievesdoyatarileidunsvinuresteuniiady

(-3 1
29AUIYNaUYDY:

v v

Secure Coding Practices (nann1sieulaniivaansie): dnimuseadeulanlaeilafannudasnsie 1wy n1snsaaaeudunnvely, nsdesiu SQL
Injection, LazN1IIANITAUTORANAINDE1L LT EL

Input Validation (n159533a@UdUNA): N13nsIvaeuteyaisltUeutnun iedesiunislaui wu Cross-Site Scripting (XSS) wag SQL Injection

Y =

Authentication and Authorization (N13figatsnuLaznseyyn): N1snsiaaeuiglilulasuasiidnsidndseslsTunaundindu e dosiunisidiis

Joyalaglilasuaugn

U

Session Management (M33aNT1siwadu): Msdanswatuvesldedauaensiy fetestunsuluswadunionisuasuulasiny

Error Handling (M3dan1steiamann): MsdansteRnnaiaiintulueundndusgamnza Lﬁaﬂmﬁ’umi@mmasﬁaaﬂaﬁﬁﬂ Aey WiV lilloUnaLA
Tulsliefys

Security Testing (NM13nAdeUALYaEAE): NsnnaeukeUnAATuioTadlwisuAINaUasnse WU Penetration Testing wag Vulnerability
Scanning

Third-Party Components (dutsgnauainyanadians): minsageuanulasadeveslausiuagdudsznauannyanaiiaudililuneundiady

a U

Web Application Firewalls (WAF): nsldlnsreaddmsuiivueundinduiielosiunislauinyadrludueundndulaaanis

¥
U

Continuous Integration/Continuous Deployment (CI/CD): A135281AUUa0AABLUAUNTEUIUNTHAIUILEZANAILO UNELATUDENIsDLTEDY



6. Cloud Security (AUUaangvaIseUUAATIN)

A1e8une: Cloud Security Al m3snwemnudaonisvestoys, ueundindy, uaslassadsiuguidaiuuasliuinisuussuurand dWetostunisdn, T, Dawme, viane
vidowasundaslaglillduayge
a9AUsENaUYDY:
* Data Security (A3UABnAfBvRIToYa):
* Data Encryption (Madhsiadeya): ihstateyaiidaifunazdeiuszuunand Wietesfunsidrdsteyalaslsllisuaunn
* Data Loss Prevention (DLP): 195zuu DLP ifletlesfunisialvavesdoyasenanszuunans
* Data Backup and Recovery (m3dsasuazinudeya): drsesdoyassvaianonasiunumsifuteyalunsdiinanandeme
* Access Control (NM3AIUANNITLUIE):
* Identity and Access Management (IAM): dnn1stieyaszyfnuvesdliuazansnmadnfmineinsluszuunaiod
* Multi-Factor Authentication (MFA): Iézjmssuaummwmamumamwamemmﬂaamaiumwmaawu
® Principle of Least Privilege: TwamémimmLawwmmmummu
* Network Security (AMUUaAA8Y8UATOVUY):
* Virtual Private Networks (VPNs): 14 VPN iflea$ranmsideuseiivasasdelunmsdnfesyuunand
* Firewalls: Wln$readifotosiunsdndauniovielnglaildiuougin
* Intrusion Detection and Prevention Systems (IDPS): ldszuu IDPS iiansiaduuastiestunislauiluaIatie
* Compliance (M3UfURMUNGTETEU):
* Cloud Security Compliance: Ufjtmunguuneuastetsfuiiieadostiuamiuasniovesszuunaing Wy GDPR %3e HIPAA
* Visibility and Monitoring (M358 iuLaz N0 TIAEOV):
* Cloud Logging and Monitoring: AinsnuuasufinAanssusig o lussuumans WensedeunsyhauRauniuasfnaunislaud
* Security Information and Event Management (SIEM): l95guU SIEM Lﬁ@ﬁ’)Ui’JNLLafJLﬂi’lzﬁ%@uﬁﬂ’J’]ﬁJUaﬁ]ﬂﬁﬁJmﬂizUUﬂm’Jﬁ
* Shared Responsibility Model: vhanadilanazuunnusuiinveumunulaendesening liusnisaaninuags gy

® Third-Party Security: A533@UANUABANBYRIL IUINTAAIALAZUSNI TSRS 9 NlTa



Module 5: 11530 AS293UAMMLEES wHUSUilD
N1SAUFNINNAUHNT LA
srudensussifiuanudeaiionisindseiuseloues
Tudszwmelng



(=

“UnANaNN” NRUIUNSNNAUAITANNNEINUUSENUlBIUDS

Y

1. Do we have a cyber insurance policy?
*  uaziiuadnTaurquUALdYneuTall wAlry
®* In 2020, the top 10 biggest ransomware attacks cost victims nearly $213
million to investigate, rebuild networks and restore backups, pay the
ransom and put preventative measures in place to avoid future incidents.
2. Who owns the task of mitigating cyber risk with insurance?
o TasSufinveudousyiu uas lassulinveufndelnauyss i
3. Do we have the right amount of cyber insurance?
o anunmsdudunauireudteildvaau
o guamnssudu Sdlidaau wardinUssiuamdenes (wavrstudsei) sld



“¥NAININ” NEUIMISNNAUAITANNAEINUYsENUlUIURs

4. What does our policy cover? Usgfuvansinseunaueglsthaiuu uazeylsilinseunan

o UsyAudnilngasunivee network security AaeAUInw wagaeAduauame

*  UNINSTIHN 7Y restoring data LarN1TUASTUUNSUANUINIS LAY

o aldglumsivadluiaimavdniiugiu aseunauluu vde uAavedowi

*  alyanglunisusn

o aldwsuszanduius Wweutlunmdnvaindafeudiomes aseungumielal i 1
LAWY

*  aseumRuMsARmunsideyaduyanalUldlumsiiin way ansvindnslusivg el
nsflUaYadINUARAgNULIY



=)

“UNANDY” NUTUITNNAUAITANUAEINUUTENUlBIUDS

Y

5.  What does our policy cover?

a19nbaNdlag ransomware UseiuSuRAYRUALATIN wagdreAtamensaly
AspUARLALLFeseidosluLinssuIuNIssiaEela Wy Amideme
MNMsEALENTETU vise Msdsdu vsemswanliiufvun
fmstauiinfusndudiunilovedaufsediusy ve Usema Useiuag
SURAYaUME 150 ALUNENNISANATEY LNg1EneINeglun1IzaIns Iy
ausEnilAnuiuannIsaziiangang Wy PDPA) Useiuazatenienal
9e14l3

frnsgnlaufidu iinanesdnvaguanuies Useiutdnaglaidieuiuuss

ANuUaanAB1 o TlaunsgIu



(=

“UNANDN” NEUTUITNNAUAITANUAEINUUTEAUlwIUDS

Y

6. Does our insurance provider understand our industry and its risks?

e USunUsyAudiulug wrladenvfnranienindueg19n WU AU5I5UY1 6
A1595195 Nsiagrseud wanliisnlads wazanudeneandiualass
(phishing mail), social engineering Way LakISANN 9

o viwmsgiudilatermuamnududiuuananaznisinmainulaeadeisyyly
nUNIeNIDl 1Wu HIPAA tag PDPA

o sudsadumesnuanulasnfofidesnseindledinuguagnamn sauEunm
Avualvdeiinisuuslutoyanuly

o yS¥nusziudlanudifyuazdeninundn q Meenlane resulator #19 9

3ol 1Hu NI leukasTaNMNUANIINITRUNENREsUIATTWAUsEmAlNg



UNADIUNEUTITYINAUAITANNNEINUUIEAUlUIUDS

Y

7. Is our policy flexible enough to adapt as our business grows?

*  AsUSULAgULRNALIS Lazinalulaglni dana lineLnnsusssuusaly

N3UFITUEAEULA LU
*  BIANIAITNINUAKSURAYBUNIVIUTNINUNIUNTUE TS TUTEEE 9 M8 NS

AIEANIUNNTAIANE & MUGsulUasly 9199grasunlunIusss wie Wavy

Roulusg 9

https://www.pwc.com/us/en/tech-effect/cybersecurity/buying-cybersecurity-insurance.html



Module 6: MIWAUILHUUHUAY
Personalized Cybersecurity Playbook



aﬁﬁﬂizﬂauﬁ’]ﬁﬁyﬂlm Personalized Cybersecurity Playbook:

24 %

nsUszifiuAfuEes (Risk Assessment): Tiasgisuanan Funinenddoy waeHansznuiienafntuiy
9IANT

TnguszasAuazilmung (Objectives & Goals): fvuatmnssuanuUasafsloiuesidaau aonndoeiy
YA waY NALNSVDIBIANT

NAYNSHAZNIATNIT (Strategies & Controls): MYUALLINIG kag 1183N15LUNTUBNY ATI9TU HOUAUDY LAz
NAuAINTBANAIY

UNUIMUATAMINIURAYBY (Roles & Responsibilities): AvuAmig uag AUIUNATDUVBIYAAINT LA
NUILITUAE

WNUN1530815 (Communication Plan): fuunganig wag 3§m§§amﬁﬁ’ﬁa§aé’m Cybersecurity fanely
LAE AYUBNDIANT

WHUN1SENBUSY (Training Plan): Wiefnausy WAIUIAIINT waEANATENINATY Cybersecurity Tatuwinau
wHUNISNAFBULaLUSUUSS (Testing & Improvement Plan): Lﬁ@ﬂ%@ﬂjﬂ Cybersecurity Playbook 8819

BINBK



Aeg1alang Workshop a1 Personal Cybersecurity Playbook
# NsRBUAUBIMANITAINISlLUBS Wi
N153LNEURYa, N15LaNRAlaY Ransomware %58 Virus
U311aun1sla IT System geuinninuni (Network/Application/Database)
sEUUANLUU Crowd Strike
# N135871858UUIN Local Sever WEAANIA
# n1311 Al unlgluesans dusuauai........

# IUNANVDIDIANT (L ATWAILILENFALIT UUSNITSULS9Ta58U 1Y

NANTUAULTD)



29AUIENBUAIARYYDY Personalized Cybersecurity Playbook

N15UsSIUANULEYS

(Risk Assessment)

LNUNISARENS

(Communication Plan)

=R
LNUNISHNNBUSY

(Training Plan)

(%4

InguszasAnaziinning
(Objectives & Goals)

UNUINLLAZAMUSUNAYAU

(Roles & Responsibilities)

LHUNISNAFBULASUTUUSS

(Testing & Improvement Plan)

NAYNSHATUINTNT
(Strategies & Controls)



29AUIENBUAIARYYD Personalized Cybersecurity Playbook

NNSUSSIAUAIULEYS

(Risk Assessment)



nszUUN1sUsEEiuANdsalaena lUUsENaUAQe 3 daunan Adll
1. NM5353UNEANAY (Threat Identification): TunaullAans

FEYAYANAINNBIAANTUAUDIANT Be819u19nenelunay

AYUDN LAYEAIUITOT LU AR

A.

ﬁﬂﬂ]ﬂﬂ’]uﬁ]']ﬂﬂ'lﬂu@ﬂ:

Malware (aw29): 158, YUy, INS9U, wIUTULIS
18

Hacking (nsuan): nsynsnszvuLiiavluedoya
NIONBAINULELNY

Phishing (W@4): Msnaenanaiiolilideya
dumvetayadiAny

DDoS Attack (n15ladfwuu DDoS): N5l
syuuldanunsalyaula

Social Engineering (AAIN3SUEIAN): NS
nasnaglaelyaninen

fosssuvnd: wivaulm, tiwhy, Tl @a9

B.

C.

[ %4

gANAINIINAE T

* flivdsmniglu: annndnay, wilnawn

ADINTISLALAY
¢ ¢ v M Yo

* aunsaivisavandwlsililasuayin: N3
Ugunsaldrusiunly (BYOD)

fuanaufnayulv:

*  alNIVIITLUY: FOIMINAATUIN
FRNALIT VIDTISALIS



(%4 6

2. M3sEyRUNINETid1Any (Asset Identification): Tuneuiifon1sssydunindiidanarondns
wardeanianisuntles Jeenauusléad
*  Yaya: Tayagnen, Vayan1ensiy, Yeyaninddunislyny, tayadiuynna Ma
®  STUU: SPUUFIUTBYA, SEUUATEUY, L5903, waundndu vae
* aunsal: Aouiunes, nsdunleds, aunsal loT, gunsaliaiuteya va
*  yaans: yransidanuideanaanizng, yaansidiansiindeleyadidny
*  wiwddunsnienin: 81a13, gUunsaldtiney, aunsalnisudn vae
*  F21A89v0909ANT: ANLLTeile, NmANYnvedRIAng
Tuduneull msiinnssndsiunuddaesdunsng (Asset Prioritization) tel¥nsum
dunineladdnian uazasldiumsunteadudusiuusn
03ANsTGIlTiNsd19A3 53U A58 druitd1599udn AsNUIUNTIRIRURILARYY

WU NTUANNUUNITIRY NBULAZUAILAR mobile banking HaNAINARDAIAUAITUFIAVDY Assets



3. NMsAATIZRRANTZNU (Impact Analysis): Junauiifon1sUssiliunanssnuiienaiietuiuasdns
YANAWANITAINUANLUABANY Lagfiasanain:

*  AanudEsIENINITRL: Aliglunsfauseuy, AUy, Msgadesiele

*  anudeneraterdes: Msgydeanuiiiede, msagidugnan

*  AMUHIMIYABNITANLUUNU: NMIVEATEINURIEINT, NMSgadeUTEENTA N

*  ANUFIMEAUNYUNIELATYRUAU: NFazdANgVIng, N15gnTadses

*  audevnesataya: msaydedoua, nshilnavesieya

lunsimsginanseny 913ldinallan1sAATIEITIRUAIN (Qualitative Analysis) %5834
Usuna (Quantitative Analysis) %’%aﬁgqaaqasmmwjﬁu

psAnsndaliifinslingriasEutinset duiiliudy msmuniuinuuniasuly
dsnareanuiguAuvdelionsls uar dwadeilosdenanisiiaseyt (MlAA) videletals



29AUIENBUAIARYYD Personalized Cybersecurity Playbook

o/

IngUszasAnaziUvine
(Objectives & Goals)



ANKANAITENININgUTTAIAkazIU NN

QUszaen (Objectives): Ae Fa3inaz U UANNINg
LA ATAUARNUINAT Imma}L“ﬂua%ﬁéfmmsmﬁ’qiuiwzma U NSESIANLTBLIY
é’ﬂummﬂaaﬂﬁﬂﬁﬁugﬂﬁﬂ Y39N153AANULELIAIUAINUaAN 8NN LsLUBS a7

wWune (Goals): ADFEIN Fududunougoy N9y

1Y
ca o

Uluginguszasanasly leedinsauniafdaau Wy n15andnuiumnnIsainIuaIy
Uaansivas 20% neluniled senseusuninauisunliniiainusauanudasnsiy

malguasnigly 6 o



n1sNuuAIngUIzaIAkaziIungif

1. gonndasnuldediAllaznagnsvatasnns: wu winasinslidmunglunisveienainesulal Anisiiinguszae
wagtimnefuaulaesnfefiaiuayunaivlnvesemading

2. AW (Specific): W uuitzuanit "UsulsanuUasady’ msseyi "antdeduiluszuuinietioad
50% (nitd15ald)"

3. Janald (Measurable): Asiifad Tndidaiau dielannsofanuanuduninuarUssdunadisalé W "ae
syeznanlunImeuauaIanNTiiuALUaenfEas 10%" vide "udnsnmiadutandle 950"

4. MlA933 (Achievable): mITiAINYTINTVNY LANADIAINNTAUTIALAD3Y InaATadansnensiasinAIua1usa
Y0909An3 AWMU (Fead10) naln uar funeuiarlufadnune

5. igadias (Relevant): msfinnuiAsdesfiunnudsalazanudosnnsuedasing 1wy mnesAnsiidoyagndn

o < = FY [
VTUIUNIN ﬂﬂ’J’ilIL{j’]‘mﬂEJIUﬂ’ﬁUﬂ{jENGUEmUaQﬂﬂ’]

6. insauULIa1 (Time-bound): AISHNTAUIANNTALAY LB LEILISORAMIUANUAUTNLAZUSE LN UNadSale L

"Hassszuudasiunisyngnaigly 3 wew' v3e "susundnauimuavdanuisuanulasadenelsiuasaiely

%4

aul

De



(ﬁqaejqq) INQUITEA:
o ¢ * asnanuiulaluanuvasnduvestayauasseuUa AN
INUITEIALAS S . Y e e d  wwa
: * anmnudguAUaanduntlaueiiviegluseaunsansule
Y
WUmangnnuag * adnmunszuinaiuaulasadienislauesiiiuyaains
Q/ ‘ P U EL 1 ¢ v U
Jasananidlagiuas USuuseannuanunsalunisnauauasiaiunnisainuaulaoniy
* JHuRmungvinetaztatNAunuAINNUaBAUTBYA
Wanune:

* andnnUmRNITANNIUANUABANEAY 25% nngludni

* anIrEznIAlUNIINTIIIVLALABUAUBIABANITAIAY 15% Aelu 6 oy
o pusmnwimaliiauifiumnaeadenslavesmeluaudi

. am§q3zuuﬁaqﬁuﬂﬂﬁuﬂ§ﬂLLazﬁzuumiaﬁummﬂm‘dﬂameﬂu 3 oy

* lAsun133uUIRImINNINggIU 1SO 27001 el 2 U

* JsyUMNULASIAIUANNNYARAN SN USRE 1L R8T aLASY

USuusaulsuigmuanudasasenislaiuasiiivadenn 6 wou
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NAYNSHATUINTNIT
(Strategies & Controls)



naqms‘uazmmms (Strategies & Controls) (Judiudrreylunisin Personalized

a uAa

Cybersecurity Playbook lUUfjiR931 lneiivaiiagasaunquuuiniauasinnsnissnge
aeAnsiglunsUeeiu n9199U nevaues waz)AUINAeANAIUNIlULUS

g ° I = a vuAa cﬂl v
Nagng (Strategies) Ao wuIwisaLNuMIUNURNUlUA TN LiiBlTuTTq

U/

InguszasruazidvanegnuauUaenfeneleluasveseInng Banagnsnanlsining

q

AU ATOUAGY hAT ADARRBINUAIULEILAYAIIUADINITVDIBIANT

1101351135 (Controls) s F5n1susenalnimhunldiiamurnursoanaIuEean

T2y ITIWINTNITEN AFTHANMURNIZLANZIY @1UTDTANALY WazaAAADINUNAYNST
Avualy



NIAULUIAATUNITAIMUANAENSLAZUINTANT
AITHITUING 4 Auvan LAl

1. N15U29NU (Prevention):
2. 11505233V (Detection):
3. N157UAUBY (Response):

4. nMsnAY (Recovery):



aaﬁﬂﬁznauéﬂﬁ’zyﬂm Personalized Cybersecurity Playbook




1. n15Ua9nuU (Prevention):

nagns:
1. 80U RIVDITEUY
2.AIUANNISKNATBYAKAY
YUY
3. Jo9nudaas
4.U99Aun15aNanIaAsndngy

5. @519ANNUATLNLNATUAIT
Uaonny

UINTNS:

1. ﬁﬂ&gqLLazU%’UU'gaLme?mmUaamﬁa

2. ldsvuumsfigatsnauiudaunsa (Multi-Factor
Authentication)

3. indvsmaihiedeyauayszuuaumdnnis Least
Privilege

4. aﬂéfﬂLLaz‘U%JUUE\‘}IﬂiLLﬂﬁJﬂ@\‘Ifoful’a%ﬂ

5. Aasdlni$readuazszuutestunisyunsn (ntrusion
Prevention System)

6. WnausuntnunuANulaaniunalsiues

7. fvusuleuigsuauUaenseidaaunazdaduld

8. Lihsadoyaiddy

9. yinnsd1sestana (Backup) 1WuUsean

Y



2. N1505723U (Detection):

NaYNS: UIATNTS:
1. asn@euRanssuliung 1. ﬁm&gﬁzwmaﬁumﬁqﬂqﬂ (Intrusion
2. f5799UNALIS Detection System)
3. m’aﬁummﬂgﬂ 2. amé’jﬁzw Security Information and Event
4. Famunnuedeulmuead Management (SIEM)

ANA M3IEUVUNNNTTLVDS (Log) 9EatLaN®

1958UU Honey Pot Liteaslvilasmdiu

U 1

ANRINYIFNTHALNLANANNAER

NININAADULANEILUU (Penetration Testing)

~N o BW

l52UU Endpoint Detection and Response
(EDR)



3. N13MdUEAUDY (Response):
nagns:
1.53UsazU e lUNANTENUYBWIANIT

(%

ANNAANULFS VY

ee

2.AIUANLA
3.unlvdgymuasidndaanaiu
4. Foansiugiminedo
UININIS:
1.%Jm&gqﬁmauauawiam&;mmﬁﬁmmmﬂa@mﬁa (Incident Response Team)
2. MYUALNUNITNBUAUDIRBLINANTTA (Incident Response Plan)
3 Mesesdlonasmaluladlunsisgimanisel
4.?%@&?3%&@%%13, WHNIY, LLazgﬂﬁwﬁlé’%’Umamwu
5 \fiuTuTIvdngunardeyaiiisadesiumenisal

6. Y58 UNALAY USUUTILNUN TN UAUDS



4. msfjﬁu (Recovery):

NagNs:
1. AAusyuuLazdoyaildsunanszny
2. ndunnaiugsnalaniuung
3 Jestunisiinimnnisaion

UIATNTS:
1.NAUTEULAINTBYAENT8Y (Backup and Restore)
2 MAFDULNUNSIAUDE A LA
3.45UUT958UULaENINTNNTINYIANNUABANY
4. 3ATEENNAVDANANTO

5.1538U3NUNSEUNLASY



N1SLADNNAYNSTUATUINTNITNMUNZEHY

lunisidennagnswazuinsnsiuingay Asiansandadunieg fad:

U/

J anudesvesesdng: wasnisasaenndesiuanuidssiiosinsiaandses

J N5n81nSNT: U19SN15AISIANNEEUAUIUUSZUNILAZNSNENS LB

Y

J darimuanisnguane: uinsnismisaenndesiungiineuaztetidunineites

J anugudiauuadssuy: 119Sn15ATSMINNZ AN UAINLS UL D UTEITEUULAZIASIAS
NUFIUVDIDIANT

L arudesnisvesgsna: smsnisasatuayuthmnenisgsnavesesnns
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UNUIMNLLAZAIUSUNAYDU

(Roles & Responsibilities)



AUAIAYVBINITNINUAUNUINLALAIUTURAYBU

o arudaau: vihlineulussdnsdmueaivihfiuazanusuiaveueylsths

*  N9nuIINAL: BglryeaInswazmgnua1eg awnsarinnusiuiulaegid
USTENBNN

e  msvEndssauddeu: anarudrderlunishausastiglinisiiuauduly
08193 1UTU

*  ANUSURAYRU: a59NIANTURRvaUraANUaanfemluiuaslunnTEAUTes
9IANS

*  N15MSEIU: WY LIEINITONTIVFDULALAAAINNITANNUIUA 1 UANUUaRAN s LA
98190 USEANTN N



ANSATRUAUNUINBASAINUSUNAYTDU
TUNISAVUAUNUINLAZAIUSURAYBU AISNINSUIDN:

1. Taseaineesdng: TnssadnsAnsuavansnutsfutyviiles

2. AMULTBIVIYVDIYARING: AMLSIALTINYETRIYARINTUsATAL
3. AULEIVDIARZILEY: AULESITLAAZIUIBUFBINT Y
4. YUNAVDIDIANT: VUIALALANPULUDIBIANT

5. NSNEINSNT: NSNYINSNBIANSLDE

Uy



A28 19UNUINLAZAMUSURATDIUATUAMNUADAN NI LBLUDS

1. AMENTINAITUINS (Board of Directors) N3aRUINNTTZAVEN :
1. MvusddeviAiuaznagnsauainulasndenialeiues
2. aydisudssanudmsuninsnisauauUasndie
3. Aesuanuavmhlunsaiununiuavasne
4. Trnsadvayukazduasuinusssuanuvasasenisloiuss

2. Us£51UlaNuUINussatuAuUasnnasauwma (Chief Information Security Officer -
CISO):

MrUAkaZAILHUNITAIUNAENSAILAINUABAAE

USMFINNITANULELIAUAINUADANY

1

2

3. MiuguansAiuanumuaiUasnde

4. $18NUFNULAUANNUABANURBEUINITITEAUGS
5

Jugihluniseevauassawmgnisalinuaulasnde



3. fidnelad (Head of IT):
1. gualassareiugrudulediiauuaenste
2. Basauariizsdnvigunsaluasssuuinmaaaende
3. USMNSIANITNISLUINNTEUULAEURYE
4. aduayunsaiuanuauaulasnievas CISO
4. iusnwrnnuuaannenieleiuas (Cybersecurity Team):
1. asREeULarUssiiunudsssnuauUasnds
2. A5I9ULALABUAUBIABLUANITUAIUAIINUFBANY
3. ANUUNTNAFDULINZIEUU (Penetration Testing)
4. ARRNYIFTHATNIANAILAER
5

TrAwugduazatiuayunuAuUaonuwnIeIudug



5. NuLAsaU18 (Network Team):

L.awanNNUaeniuYe AT

2 Fndauazthsssnmgunsalaietie

3 n5vauuazuntutymaiuesedny

4 aduayun1saiunuauaulasnfeveany Cybersecurity
6. NUNMULBUNELATU (Application Development Team):

1 WauwaUnawduiivasasie

2. wAbvdadluinuanulasn iy

3 UATRALLIININ IR TendLSNUaende

A NAEUAINNUADANNYVDILDUNALAYU



7. wiinauialu:
1.URURMNULEUIEUAINUADANUUDIDIANS
2523195839k un 15 uRUN TAlLAE SEUUR Y
3 58UMANTNUANLUABA SN
4.1 915un1seinausunuANNUanNY
5.3N¥IANUNUVDIVDYAULAL TIEH U

8. HanN13ElefIee);

% a

1aduayunsaiiuanunuauUasndeussinauluge
2 d@519ANUASEAUNAUAINUaRAN Y L AN UL
3 deanswarlvvayanuanulasndununuau

4. UsgUANULELIAUAMNUaR N Y lUUD ULYUAUYD 991U



29AUIENBUAIARYYD Personalized Cybersecurity Playbook

LNUNSERENS

(Communication Plan)



NNSADEISUNUINLATAINNSUNAYDU

YAINAMUAUNUIMLAZANUSURAYa UL FadAgyPonisaeaisivnnaulussansintaunum
LAZAMNSURATOUTDIRAULDY LAgD1algIBN16199) 1u:

*  INNUBNEATS: INLBNANTNBTUILUNUIMLAZAUTURAYDUTBILARS AL ALILAE NI
*  JaUszYU: IUTTYULNDTUILALYINANUIAUNU LA ANNSURAYDY
*  IANNBUITN: IHNOUTULNBLETUATIIAINNIANNALANEIAVUNUMBAEAIUTURAYBY

*  HRa1598198UNNEND: FOAITLATNUNIUUNUINLAEAINUSURNATDUDYINENLAND



N1sNUNIULazUIulge

AITHININUNIULATUSUUTIUNUIMLA NS URRYa URE1aENe el

U

dnPapINuNIsUasuRUAIvRIRIANIHaTAUANAIUNINLYLUDS

lngazuiad NMsivuaunuImuasausulinveuntaau iWutuseudAglunis
@579 Personalized Cybersecurity Playbook M1iUsz@nsn1n 418 lnesAnsanunse

aQa A

ANNUUAUANNUaRAN Yl ABE19TIUSULAZIUS L AN AN



29AUIENBUAIARYYD Personalized Cybersecurity Playbook

=
LLNUNIIHNBDUSY

(Training Plan)



Y 1 dy =
M99 UDINISHNBUSY

A19SUNUNIUN2LU:

%

fugnusuanuuaenseymdlsues
N3seyuasdoanuilyds
msldsaruivaon e
n133nn1sivgunsalaiusalun1syinau (BYOD)

N135189UmRNsAlUAN YRR

AFURUIMS:

aQ

A AYvanNUaandenalsiuassagsna
N1FUTMTINNITANULEL I IUAIUUABDASTE
nsatuayunsIiuunuauUaene

n1sviANulafuNgrINgwarTa TR UNNEITD

d1nsuiiulen:

n1sfar1sEuLkazaUnsallivaonde
NNSUSISIANITAINUADANEUDILATUY

mamaai’]’uLLazmauaumvfiamamﬁzﬂé’mmm
UannnNy

ANSHAIUITINALISNUaane

A1sllAsestanazinalulagsnunAulasnne



29AUIENBUAIARYYD Personalized Cybersecurity Playbook

LHUNSNAFBULASUIUYSS

(Testing & Improvement Plan)



ANNFIAYVDILHUNTTNATBULALUTUUSS

NskHUNINAdauLarUSUUTIdaY danudrdgysanissnwanulaondenialsuasvesodnns

U/

Qﬁ:

JTURABDU: WI8TEYIRDBULATTRIMIUTEUULAENTEUIUNTSINWIAUUABASE
Uszfludszavianm: hiedssilulszaviamussnasmsinmnenuUaenseiild

*  USuusannanis: PreUiulsennsnissnvieataendeliduss s aimnty

o dnameniusvanau: Taelesdnseteundeusuiefufunnaumlaivesioaintu
* apAnudse: Tisaneudesfienafnuanseanaunileues

*  #3°9ANURNN: aTANueulriugnALazildulnduLEe



3 v
29AUILNBUVBILNUNIIVIAEDULLAZUTUUTY

1. NMSAMUAINUITEIAYBINTTNAGDY (Testing Objectives):

1. SyURNARINITNAaRU Wi Useavninmuesszuudesiunisynin, nsnavausawnnIsainuallasnse,
NSNAUTEUUNRLIRANTO

2. fvuatihmnefiaansndanale 1wy nsadunislaud 95%, annatlunisneuausssiomnnisaias 10%

2. N5LAINI9N1INAEY (Testing Methods):
1. NSNAFBULRILIZUY (Penetration Testing): MAaauALLTIIwNTvBIszULlngdaoINIslanfaIng linie
2. nMINAEaUYadINT (Vulnerability Assessment): aunuszuuiiiemdednifionagnlauf

3. N1INAFBUNITINABIEAIUNITA! (Simulation Testing): NAFDUKNUNTITHBUAUBIABLNNTAILAETIAD
A01UNT0IR3

4. N1IN3IVFBUAMUYABANY (Security Audit): #59a0UNTURURMNULEUIELAZUIATTIUATUANUUADAAE
5. N13732388UlAN (Code Review): n533apUlARlUsLNTULNEMYDL1IND19QNLALR

6. NINAFBUAIUTUALTINWLVBINTNU (Awareness Testing): NAFBUAIIUIHALAIUATENUNATUAIIY
UaaaAguIntlnaIu WU N1391889N15YINAYV



3. N1SATNUAAINNVBINIINAEGDU (Testing Frequency):

1. MURUAAIIUD LUNITNAZDULAATUTZLAN WU NAFDULANETEUUVALASY,
NAFDULDIINLATUNABLASY, NAFBUNITINEDIENIUNISUUALEDIAS

2. 50 ABLAZNS NN ALY S AAUAAILD
4, miﬁ’muﬂpﬁ%’uﬁmaﬁlumswaau (Testing Responsibilities):
1. MYUARSURATEULTUNITINUNY, ALTUNTT, WaEIATIEINANITNAFDY
2.mﬂ%@%m%wmef[,uaﬁﬂw%rﬁﬁm%wmauaﬂ
5. NNSIATITHNANISNAGU (Test Result Analysis):
1. 35NN IAdeULieTEUIRs oA YR LI

2. UselliuUSLaNSAMNUBIUINSAISS NN ANUUaRAN LN LY



6. NMSNNUALNUNITUTUUFS (Improvement Plan):
1. MUUALNUNITUSUUTII9INITT N ANURA ElAg NANSNINNAN NGB L
2. inuagsuRaveulunsatiiun1susuls
3. AMvuANIaULIauNIsUTUUR
7. MsAnaaLazUsEiliunan1susuuse (Follow-up & Evaluation):
1. AnsuanuauntntunsatiunsusuUs
2. UssiluusyanSanveamsusuussdidums
3. ﬁﬂﬂﬁmam%’]lﬂaﬂizLﬁumamﬁﬂ%’w'gq
8. ﬂ'l’i‘lJ%"U‘lJ‘gﬂ Cybersecurity Playbook (Playbook Update):

1. USuUsa Cybersecurity Playbook lidanpaaesiun1silaeuladunsigannmulasnanig
NAEOY

2. @oansnisiaguudasiy Playbook Tvinnaulussdnsnsiu



ABE1NUNITNATIULALUTUUSS

NISNAHBULINLIZUU:
* IQUITEIA: NAFDUAIURDIILNTIVDITZUUIATBUIBLAZLOUNALATY
¢ 383 Wiidemnaiunnuvasassmeusnvinsiassnislauf
 Anud: Jazasy
* MAATevina: syyTedlwinnularUseidiuniudes
* msUuUse: UsulsssruulazannansinwianuUasafeoiilondlugedlnining
nsMAdaUNTIIaesanIun1Ial (RauthwnesasaiienuniunszuIuMs wie enasmvaslud):
* INUITAIA: NAFBULNUNITNBUAUDIBLANITAAIUAINUABASY
* 35n15: Passan1un1sainislanAnaleuashazUsEiuNI SN UANBIURIILIY
o Arwd: Tavanenss
* MTIATITINE: ﬂizLﬁuﬂﬁz?{w%mwmaqLLmumﬁmuaumLLazﬁzqf\;mﬁé\’aw%’Uﬂqq

* M3UsuYse YSulsmunsnavauasliluseansamuniu



A198197 1: nsalAnwIUsenA1Uanaaulay

Uum: usemAlanesulatvuinnane IdayaanA1dnuiuuin wagvingsnssunenistvesulatiiludsed

[ %4

AgUszaIAnan: WeansivdauLazUuUTimuUaoniuvadssuulazUayagne
WHUNTSNAERULATUTUUSS:

1.n19NA8dULRNLISUU (Penetration Testing):
1. TQU3za9A: MAFaUAULTINNIIVOITTUUIULBUNGIATURALITSHLIDS
2. 95014 AfiAULTeTFUNNSESEUL yinnsInaeInIslanaAvaInuanesuwuy (W
SQL Injection, Cross-Site Scripting)
3. Amad: Jazass

4. f{SURAYaU: MIINTY 1T wagklieivaInaiguen

5. N1FAATILANA: T1EMUNANITNAADUIINUIENNIGUDN FT2YTDIMNINNU STAUANULFLS hasUalauaus
Tunswnly

6. M3USUUTA: 71 T A ndun1sunlugaddninus ey wagnTaaeudainIsLnly



1. MsnAgauYadlnd (Vulnerability Assessment):
1. IQUILANA: AuNUITUUIATEUBLALRUNTalAN9Y WevYadlnifienainduy

. 25n15: Idasealloannurednisnlulis (Automated Vulnerability Scanner)

Yy A =
. WIURAYDU: Y1 IT

U o U o

2
3. Amad: lnsuidazais
4
5. ANFAATIZRNA: 13 [T ATIZVNANITALAY wazdnaraumudAglunisunluteding
6. nMsUFUUe: i IT agduflumsudledostmifin TasEuannvedlnindamidegs
2. NMIMAGIUNITIa9Ea1UN1Tal (Simulation Testing):
1. '3’6153‘1]'536106: maammumamauauawiamamaaﬁéﬁ’mmmﬂaaﬂﬁa (Incident Response Plan)

2. A5n15: NUSNEIANUARAN YN UDSAZIaRIdnIUNSUNITLIAUR DDOS ﬁamﬁﬂwamaﬁaga LazUseLiy
ANSABUAUDIVDINU [T LaLNUNLNSIVD

a o 2
AUA: Uardnnsy

g’«: URAYDU: MnuNfusneanulaanenislaiuas

N153ATILYNE: NUSNYIAUUaRRANYN1alEUaTATISNUTTANTA I NVDILNY LasTEyeaTnaUsulss

o b kAW

n15USulge: Usuugsununisnauauadasinausunuanulansausuiianuaniunisalsng



3. ASNAHBUANNIUALIINWEVBININU (Awareness Testing):
1. IQUILEIA: NAADUANURTENTNLAZAIUIAUAINNUABAABUBINTNIY
2. 38n13: FaueniUauTes1aes (Simulated Phishing Campaign) wasUssiiusuiuniineud
VAING
.Aud: glmTana
. {Fullavau: Nuvinensyana (HR) wazhusnwianulasadenialaiues

. NTIATIZANA: AT RTIUNTNUIEINE wazszyUssihunsatuluniinausy

A 00 A~ W

. M3USudge: Andnausuiuinlininaunianudes wazusulpdanisilnausulvdl
Useansnmunniy



WHUN15U5UUSe (Improvement Plan):

" AqsuAlugaelinnd: AU 1T 2w gl AnuannnIsSnadauLlaNegssuULaZYaIln] LagSUINYDILIN
G RIEERNGE LAZRAANIUNANISLA LY

" 15USUUTRUNITABUANB: NuShwiAulasnienieleiuasasUSuUTauNITna UaLBIme
WANSainuANNUaeANY tAENINTUINNANTNAFBUNITINABEAIUNNTE]

" nsUSulgeansiinausu: u HR LLazﬁm%’ﬂmmmﬂaamﬁamﬂ%LU@%%U%’UWLﬂf’e}mLLaz‘i‘émi
HANOUSH LAENINTUNIINHANTNAGDUAIUIIALINYEVDINTNIU

" arsUSuUseuleungnasinnsgu: unukasUsuugsuleuelazinesgunuauUaeniel
IGHERENG

" arsasulumalulag: Warsanamulumalulagivdg Naunsameiiuanudasaielvnussuy



N1SARNINLAZUSZLAIUNE:

* U IT wagNusSnwiAnulasnsienislsiuasazfnmunaniswnte
Yo LarUsliuyseandnnvaenisusulsanaiiunis

* yhmsnadaud L ieyIEiluNan1sUTUUSS

*  SIHNUNANINAGDULALNNTUSUUTIMRUIMITEAUFINT I



fegnedl 2: nadlfnunlsesunan
Usun: Tssnundnrunlvg Jsvuuaiuaunsnandaluf@ (ndustrial Control System - ICS) MdsusaruiaTovne
Tnquszasanan: etesiunislaudfienvdsmansynusonisis
WHUNSNAFBULATUSUUSS:
1. NSNAFDULANSTZUULRNIE ICS (ICS Penetration Testing):
1. NUILEIA: NAFIUANNUABANEYBITTUUAIUANNTIITHER

ax Yy v a Y] . o o =
. 90N19: "'\]']QEJLGUEJTU']QJJW"IH ICS Secunty V]']ﬂ'ﬁﬁ]']ﬁ@\‘iﬂ'ﬁiﬁ]llm

. NFAATIBIRE: T18UINEIEIVIYILTEYToINIlUTEUU ICS haztalauaius

q

2
3. A7Wa: Varass
4
5

. M3UFuUse: MAennsuasny IT agadunisuniugesmikazuiuueaseuy ICS



2. NM5UILUAIULHBIVBITZUU ICS (ICS Risk Assessment):
1. IngUsgaed: Useliuanudeaiionainduiussuy ICS
. 35m5: Tduwmnan1sussiiuaudesnu ICS Nlaunsgu

U o

2

3. Aud: Uogads
4. Melnsing: szuaadssiienaindu uardndiduanudidlunsudle
5

. M5USUYse: YSuuganasnistdesiunasaiuauaiuidbes



3. m'i‘vmaaum'iﬁﬁu'izuu ICS (ICS Disaster Recovery Testing):
1. I0QUIZEIA: NAADULKNUNITOAUTEUU ICS Maunamnnsel
2. 33n15: 1a09RN15sEULTATRMarUsEIuANEIN SO LU ANTEUY
3. A Jarasa
4. nM5AATIEING: UsziiuUssAvBanuesunun siAuLas sy yaTfasUs UYL
5. M3UUYU5e: YSuugaunumspAuuwarinausuinaulinseusull
4. N15M5HUNMTUHUANINNINGFIU ICS (ICS Compliance Audit):
1. I0gUszaeR: n519aaUNSURURMNNRITIUAUAUUABAAEYRS ICS (11 NIST SP 800-82)
2. 33N13: INENTIFDUNLUBNYIINTATIVEFRY
3. Aud: Tagass
4. MIBATITRNE: szUAUllaanndaiuNSURURR LIRS IY
5

. M3U5UU e USUUTINTEUIUNTHAZUIRTNISLIND lERnAR DN UL NI IU



wHUN15U5UUSe (Improvement Plan):

nMsUSuUTesEUL ICS: USuusessuunaraunsal ICS weudludedluiiing
nsUfulsannsnstiasiu: USuusannsnstesdunislanfiuagaiunuanmuides
nsUSuUgeuaufRusTUY: USuUTtununsiAussuulvEUsEAvE nmanndy
nsEnausuwine: detlneunilintdnauiifsadostussuu ICS Weinauduasinee

nsamulumalulad: Masanamulumelulagivilg iWeiiuarudasadelaiussuy ICS

N1SANNIULLaSUSSLIUNE:

N13enswaziy T agfinmunanisunlyadnd wazUssiliulsednsnmuasnisusuu e
ALEUNNT

s utIiiaUseliunan1susuUs

FIPNUNANTNAFRUKAENTUTUUTIIAR U SN Y



Module 7: Cybersecurity Mindset and Culture/
Communication Plan to Outside and Inside



1 Cybersecurity Mindset dmSUsUIMNg
. anunlaluaudlAgyues Cybersecurity
. MeuuuvegeialunsufURnuuleune
. NNTESINTIMUSTIN Cybersecurity TusAns
2 158579 Cybersecurity Culture
. NSHNBUTULALAS19ANATEMUNS IANUNTINIY
. msEeansuasnisiidusinannniineu
. Msasauselalunsufunuuleuie
3 5ADES Cybersecurity
. msdeasnngluasdng Wiy, gusms)
. MSARENTANEUDNBIANS (@ndN, AfN, @5nTauY)

Y

L YRIMNLAZANANISARANS LU S dL



1. Cybersecurity Mindset §3Ugu3n13

A laluaudfgyvas Cybersecurity:
-AUEBM9TIN: fuImsdeadilaindeanaumalaesiilaualamniaveta wiluanudemnagsiandmansenuionnuuntotio Foides na
M3 wazAUABLLDIN19TIAA

o U U o

HansENUABasdng: FosmsniindamansenuiienaiiatuanmsasdineuUaendemslowed Wy nsgapdedeyadidy nisgndnrsmsdiduny
n1sgniesios nsenisgadeniulinngaaingnan
-mM3awuilanagns: uesitnsasmusi Cybersecurity WunmsamuiBsnagnsidey lildudrlide edssiumndemeuazairsanalsiviouly
nswaady
-miuJ?ismuﬂawaaﬁﬂqnﬂ'm: é}’aﬂLéﬁﬂﬁ]’jﬂﬁa@ﬂmmmﬂ,ﬁnLU@%ﬁm'ﬁLﬂ?auLLUmLLazﬁwmagjmaamam AasRinAUkarUSUUTIAINITSNYIAIY
Uaenigetnasioiiles
-madunvveguiialunsufianuuleune:
maUfoRmungztou: fuimsdesuftinmulsusuasdunoudu Cybersecurity vatasAnsagnunssndn litasdunsldsiaiuivaende nis
sedinseddlunisednden msldaugunsalvesesAnsagismanegay
.nsliarmdfey: wandidiudsanudifmes Cybersecurity dasnmadnfauniseusuviomsussguiiifendos waratfvayumsdniunuduiags
i
maugi: Wudihlumsaieiamsssu Cybersecurity Tussdng semseasuazuansoonismiugsilumsinunidasade
N1585199USI5U Cybersecurity Tuasans:
AsFeEsHATdBEIY: ﬁam{iﬁwﬁm’mnﬂﬂutfmﬁ]ﬁqmwué’ﬁé’zymm Cybersecurity hazunumuaalsazaulun1ssnwANLUasniue9e9aAns
-msatfuayuuaznsliidele: aduayunsiiiunusiu Cybersecurity waglidslantiinnuiiuftinuulouisegaunsanin
-msadeanunssuiing: afsenunszrinuasnszdulininauddmsulunmsinvanasadvvesesdnsetsaiae
salanaliuansanudaiu: WalenalinsnauwaninnuAndiusasdoiduewuzieIfuannsnseu Cybersecurity WisliAnnisiidiusiuway

USuusalringeu



2. 1158519 Cybersecurity Culture

-M3nnaUTHLAaS9AURTEMIN S IR UNTINGI;
-nsAnausuiiatiiane: dneususnu Cybersecurity Tfuntiauyneuegwaiane Insaseunguiiidoniag wu massydluailsds msdnnissvaniud
Uaenase n1sldnuainsalegisasnsie
-mstineusuiisnzauuunum: Uiudevnsiineusilimneausuunuminfivesustazau iielidlafiinnudssdiifedouayisufoarigndes
-msldFefivannvane: Tidensiineusuivainvane 1wu 3ale dulinsiin videin lefsgarnuailauazvinlmdnladne
-m3Uszdiuna: Uszdiunansiinevsuiiteinanudilauasyssansamusslusunsunsiineuss

N15ADEITHATNITUEIUTINIINWUNIIU:

14
a

Msdeasnitawmeuazlusala: Foanstayaniu Cybersecurity aghailmmeuazlusala elimdnaudilagaiunisaiuaSunsuiaanudesionana iy

1 14
Yaa

-mssuilsanudaiu: WelsmalimdnnulansauAaiiulasdolausuuziieaiunnsnisiu Cybersecurity WialiiAnnsildmsumazufuussliagedy
-M3adsRansIN: dafansufidaadunsildusan Wy nsuted mIneumaiy Memsuuunaaey Wieadanuaynau LAz dsaTINETEu3
N1TUNEDIYULYE): smEjaqszmLsuawﬁfﬂmuﬁﬂg‘jﬁ’ﬁmmuismaéhu Cybersecurity 9819.A79A5A LﬁaL‘T‘JuLLuuaejwﬁﬁLLaza%fNLLﬁqgﬂ%
M3a39useslalunsufuanuulaune:
-mslaeda: seunelansedsgdlalifuntnauiufdfnanleuedu Cybersecurity agaiasensn vietidrusnilunissenumsnsaliummasnds
nsafanudilalunadslevi: deansliminaudlafmaussloviveansufiamuuleunes Cybersecurity Tireednsuazaesaninues
-msa%f'mamwLL'mé'anﬁL?;jaﬁianﬁﬂﬁﬁ’a: a%ﬁqam‘wmé’amﬁL?;/aﬁiaﬂﬁﬂﬁﬁamuuiamaéﬁu Cybersecurity W n15sanpsosiianasninensisndu
nsudladeunnsas: uiludeunnsemiededrinfioravilrminauliaansaufiRnuuloueldegadud



3. N1580815 Cybersecurity
-msdeasneluasdng (wiina, fuims):
nsdeasivaaunazdladne: o fidileie llddimedaiioinauly Lﬁ@lﬁnﬂﬂuﬁﬁﬂﬁﬂLsﬁﬂﬁlﬁﬁaﬂﬂaﬁﬂu Cybersecurity g1
-msAeasiiaaue: doasdoyasru Cybersecurity sgasinaue iiazfunmsudafeussgnaiu msudulaleuis wiensliaug
-N158eansaINg: LTJ@I@maiﬁwﬁfﬂmuuaz;:JU'%W3mmia?iamiﬁu1é’ﬁgqamw laidagidunisaeunudedsds ¥SeNSIEUBLULAUAALITIU
sl meiimanzau: Mivosmsnsdomsfimunzan wu Swa Sunsuin vidensuszan ielihlaindeyaaziirdanay
-mM3AeasneuanasAns (gndn, afn, 8151502):
nsdeansilusda: ?amﬁsﬁaaﬂaé’m Cybersecurity aghalusslanazdodng Livadadeya WiowaniAenuSuRRTeU
-msAeasiimanzaufunguilmane: USunwuassuuvunmsdeasiimnzansunguidmne ieliidladeyalsogisgndes
-mﬂﬁ%’ayjaﬁﬁ%ﬂu: 1‘151’65@@‘1’7&?’1Li‘JuLLazLﬂuﬂiﬂa%ﬁﬁiaQﬂéﬁ AfN YIT0E1E1TUY Welmdnlafarnudssiiiedosuazunsnsiisadnsld
-msdeasludarunisalinga: wisuununsdoasluaniumsalings wu mafnnsazifindoya Welfaunsadomsiugiifdeddesewiuisiuayi]
Uszansnmw
asmanazinaiianisaoansiimanza:
Bua: [Fd1msunisiasdnigns nsusene %%E)ﬂﬁ?iﬁ%@gaﬁlﬂu%’mﬂﬁ
Bunsnin: Mdwiunmsmeunsdoya weouie wiagilonu Cybersecurity Tiiuntingu
-msdszu: Mdwunsdeansassmie mseiune vidensilneusy
Aale: Idwmsunisiauedeya Msineusy visensdunual
Bulnnsdin: ’Lﬁi’fé’m%’umiﬁﬂLauaﬁﬁagaﬁsﬁu%’aﬂﬁ%"ﬂadw
Jawaswiathe: [awmsunisdearslufiansisas wieludiinau
Aadenusaulay: [ddwiunsieansiugnii df vieansnsay



Aeg1alang Workshop a1 Personal Cybersecurity Playbook
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1 WngUszasinazUssleviives Cybersecurity Simulation
. NNINAFDUUTLANTNINVBILNU Incident Response
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2 N1591899807UN150d Cyberattack WUU Interactive
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. MSUSUUTRUUUANS



Cyber Security Attack Simulation

1. Phishing Attack Simulation

2. Ransomware Attack Simulation
3. Brute Force Attack Simulation
4.DDoS Attack Simulation

5. Insider Threat Simulation



Phishing Attack Simulation
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Ransomware Attack Simulation
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Brute Force Attack Simulation
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DDoS Attack Simulation
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Insider Threat Simulation

anrunisal: azlun1sdnassianssuiiliuieanaiuainnielussdng §e5audan1snszriniludunse W n13

= v Yo = o v a .
wWineayalaglilasuayyin visensirvayasenlUlaelivey (excretion)

Tn0UszadA: UseiliuUssansnIneaeszuuni1snsdaduauiaung (Anomaly Identification Systems) was

YunduauANUaannun18luanns (Internal Safety Procedures) lagfain1snsiadaudnssuutnaIdanunsa
A3I9IUNATABUAUBIABAEANAINIINAETulaGANEln

%4

NAANS: NaaNSYDINITINaDIEaa UNTaINZLAASIALAUD IR

(%4 v

R4 MNgavasnuAgAnAINaNgly 9819
T

(%4

v a A& Y Y Y
¢ 53‘U‘U(§]5'JQQ‘Uﬂ"\]ﬂ§§3JV|L‘U‘Uﬂﬂﬂﬂﬂqll‘lﬂaﬂ'mlﬁ LLagﬂi'JQﬁ]UlﬂLﬁJadlﬂ

9
= o

* Jayausznlangnitnnaseiieanlulaglilasuayin
*  szznaldlunisneuausIsafanITuNTUABANAUNAIIINATIINY



THE Al ICEBERG:
BRIDGING EXPECTATIONS

REVOLUTIONIZES ALL
INDUSTRIES INSTANTLY

PATHTO
SUPERINTELLIGENCE

PROVIDES SOLUTIONS
TOALLPROBLEMS

DATA
PREPROCESSING & §
QUALITY ISSUES:

MODEL TRAINING &
SCALABILITY
LIMITATIONS:

INTEGRATION
CHALLENGES WITH
EXISTING SYSTEMS

ETHICS, BIAS, &
TRUST

DEPENDENCE ON
SPECIALIZED HARDWARE

CONTINUOUS MAINTENANCE
& UPDATING

REINFORCEMENT LEARNINGIN
RESTRICTED ENVIRONMENTS

Made by
Find the high-quality version at AlFire.co

HARDWARE
LIMITATIONS
CONSTRAINTS

Al EXPLAINABILITY &
TRANSPARENCY
LIMITATIONS

DEPENDENCY ON
QUALITY DATA & DATA
PRIVACY CONCERNS

REAL-WORLD DEPLOYMENT
& REGULATORY CHALLENGES

SCALABILITY,
GENERALIZATION, &
ADAPTABILITY CONSTRAINTS

Al MAINTENANCE & CONTINUOUS
TRAINING REQUIREMENTS




References

* Cyber insurance: six questions every CEO should ask: PwC
https://www.pwc.com/us/en/tech-effect/cybersecurity/buying-
cybersecurity-insurance.html

* What Is Cyber Insurance and Should You Get It? | PCMag
https://www.pcmag.com/news/what-is-cyber-insurance-and-
should-you-get-it



https://www.pwc.com/us/en/tech-effect/cybersecurity/buying-cybersecurity-insurance.html
https://www.pwc.com/us/en/tech-effect/cybersecurity/buying-cybersecurity-insurance.html
https://www.pcmag.com/news/what-is-cyber-insurance-and-should-you-get-it
https://www.pcmag.com/news/what-is-cyber-insurance-and-should-you-get-it
https://www.pcmag.com/news/what-is-cyber-insurance-and-should-you-get-it

[oauUasnsievesszuutyanuseius (A) mMstiuunnaazanasguidaaududedny weld
anansnih Al wlduldenaaenfouandotiold deluifeuuimuarinasguiinsounauduaiia
Uaanngvad Al:
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: nist.gov

https://www.nist.gov/itl/ai-risk-management-framework

2. 1ISO/IEC 27090 - 1nsgunuaulasnseniglaiuasdmsu Al

WnsgIusEavaInatiliduzihdmivesdnslunisdanisdeanaiuniuaulasnsslusesuy
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. CBRN Information or Capabilities: Eased access to or synthesis of materially
nefarious information or design capabilities related to chemical, biological,
radiological, or nuclear (CBRN) weapons or other dangerous materials or agents.

. Confabulation: The production of confidently stated but erroneous or false content
(known colloquially as “hallucinations” or “fabrications”) by which users may be
misled or deceived.

. Dangerous, Violent, or Hateful Content: Eased production of and access to violent,
inciting, radicalizing, or threatening content as well as recommendations to carry out
self-harm or conduct illegal activities. Includes difficulty controlling public exposure
to hateful and disparaging or stereotyping content.

. Data Privacy: Impacts due to leakage and unauthorized use, disclosure, or de-
anonymization of biometric, health, location, or other personally identifiable
information or sensitive data.

. Environmental Impacts: Impacts due to high compute resource utilization in training
or operating GAl models, and related outcomes that may adversely impact
ecosystems.



6. Harmful Bias or Homogenization: Amplification and exacerbation of historical,
societal, and systemic biases; performance disparities between sub-groups or
languages, possibly due to non-representative training data, that result in
discrimination, amplification of biases, or incorrect presumptions about
performance; undesired homogeneity that skews system or model outputs, which
may be erroneous, lead to ill-founded decision-making, or amplify harmful biases.

7. Human-Al Configuration: Arrangements of or interactions between a human and an
Al system which can result in the human inappropriately anthropomorphizing GAl
systems or experiencing algorithmic aversion, automation bias, over-reliance, or
emotional entanglement with GAIl systems.

8. Information Integrity: Lowered barrier to entry to generate and support the
exchange and consumption of content which may not distinguish fact from opinion

or fiction or acknowledge uncertainties, or could be leveraged for large-scale dis-
and mis-information campaigns.



9. Information Security: Lowered barriers for offensive cyber capabilities, including via
automated discovery and exploitation of vulnerabilities to ease hacking, malware,
phishing, offensive cyber operations, or other cyberattacks; increased attack surface
for targeted cyberattacks, which may compromise a system’s availability or the
confidentiality or integrity of training data, code, or model weights.

10. Intellectual Property: Eased production or replication of alleged copyrighted,
trademarked, or licensed content without authorization (possibly in situations which
do not fall under fair use); eased exposure of trade secrets; or plagiarism or illegal
replication.

11. Obscene, Degrading, and/or Abusive Content: Eased production of and access to
obscene, degrading, and/or abusive imagery which can cause harm, including
synthetic child sexual abuse material (CSAM), and nonconsensual intimate images
(NCII) of adults.

12.Value Chain and Component Integration: Non-transparent or untraceable
integration of upstream third-party components, including data that has been
improperly obtained or not processed and cleaned due to increased automation from
GAl; improper supplier vetting across the Al lifecycle; or other issues that diminish
transparency or accountability for downstream users.



3. OWASP Al Security and Privacy Guide:

L1911991n1ATIAS Open Web Application Security Project (OWASP) @sjaitiuniseanuuy
a¥19 nadeu uazdam Al itlanudasnseuagdisiemmiludiud nufnnstesiusoanmuuay
nsazidinmuludinadlun1swaun Al https://owasp.org/www-project-ai-security-and-privacy-
guide/

4. f&szsunsumietunsiauaznsldau Al egslasnsouazidetald:

Usznelnevitlournivesansss daduulsuisiasndnnisiieniswaun Al ag1adasnsis Lag
HUNTNAEeU Usellung wazn1sasiadaun1sinaunasn1sinluly wislwilulainszuu Al agvinau
AUNANMNT B1uUsENFANLAT: whitehouse.gov

5. BHUNTWRLININTFIW Al SEaUaINa (A Plan for Global Engagement on Al Standards):
Wouunlag NIST edaasun1simuunsgu Al szaulantaznisuszauauiienswustiu

ToyalaAUTINTolUNITNLININTFIUATY Al 91uwNWRTUANLAN: nvipubs.nist.gov
https://nvipubs.nist.gov/nistpubs/ai/NIST.Al.100-5.pdf
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